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(1) International Al Regulation Landscape
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Data Protection & Al - Relation between ethical and legal approaches | Adrian Gonzalez Sanchez
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(1) International Al Regulation Landscape

Discussion scope - Al (Al Act example):
New Al Supervision - Compliance
Agencies (e.g., Risk management
AESIA in Spain) Data governance
Technical documentation

Upcomlr‘g Al - Record keeping
regulatlons - Transparency_
(EU Al Act, Canada Data & Al - :Uma" el
Act, etc.) - Accuracy, robustness, cybersec

Existing
Industry / Vertical
Regulations

Data Privacy

Regulations
(GDPR, CCPA,
PIPEDA, etc.)

Discussion scope - Data (GDPR example):
otection - Accountability
- Data minimization
Storage limitation
Accuracy
Lawfulness, fairness, and transparency
Purpose limitation
Integrity and confidentiality

DPA (Data
Authorities)
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(@ EU Al Act - Approach and Current Developments

The European Union’s draft Al regulations classify Al systems into three risk
categories.

EUR-Lex

L'accés au droit de I'Union européenne

Unacceptable-risk High-risk Limited- and minimal-risk
Al systems Al systems Al systems
= MENU Q  RECHERCHE RAPIDE
. « Subliminal, manipulative, or « Systems that evaluate consumer « Al chatbots
© Conseils pour la recherche s < X p :
exploitative techniques causing harm  creditworthiness + Al-enabled video and computer games
EUROPA > Page d'accueil EUR-Lex > EUR-Lex - 52021PC0206 - FR * Real-time, remote biometric * Recruiting or employee-management . Spam filters
identification systems used in public systems Inventor
. y-management systems
Document 52021PC0206 5 i ; : .
spaces for law ?;nforcelment Systems utilizing biometric « Customer- and market-segmentation
« All forms of social scoring identification in nonpublic spaces systems
* Safety-critical systems (eg, systems . Most other Al systems
- v Titre et référence that would put the health of citizens
Informations sur le ; ;
R at risk due to failure)
document Proposition de REGLEMENT DU PARLEMENT EUR] .
2 , * Any systems used in the
Procédure HARMONISEES CONCERNANT LINTELLIGENCE A adminictiation of justice
ARTIFICIELLE) ET MODIFIANT CERTAINS ACTES
Procédure interne COM/2021/206 final .
McKinsey
& Company

https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=CELEX%3A52021PC0206
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(@ Gap analysis for EU Al Act and New Generative Al Applications

- Risk categories allow analysis by specific use cases, focused on their nature and criticality
- Current discussions about Generative Al are contributing to the thought process - WIP

Definition of levels - Key discussions on definition of general purpose Al (converging to OECD’s def), and high-risk Al category
of risk - Very recent proposals to include Generative Al as a high-risk system

- IP from Generative Al-enabled tools still unclear. New topic, uncovered by Al Act and other regulations
- Ongoing discussions in USA with the U.S. Copyright Office for literary, visual, audiovisual, and music works

Intellectual Property

Closed & Open - Open source included or excluded from the regulatory process
Source Scenarios - Accountability, explainability and transparency obligations for open/closed models and solutions
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(3) Where are we today? From ethics and responsibility to accountability

Al Governance
Stages

Regulatory
Context

Implementation
Approach

=

The Evolution of Al Governance: From Ethics to Accountable Al
The 2021-22 period is the best moment for companies to proactively adopt a responsible approach before Al is regulated

2015-2020 | | 2021-2022

| | 2023+ |

Data privacy awareness Al risk consciousness

Data & Al Ethics
(preliminary reflection)

2

Responsible Al
(proactive actions)

[

Modern data privacy regulation (e.g., GDPR) ...

Alignment of ethical and legal |
considerations

I Internal values and willingness

__, Responsible implementation and
mitigated risk

Al regulations with fines at international level
Accountable Al
(consequences for Al adopters)
1

... + Al regulation (e.g., EU’s Al Act)

Compliant and fully implemented
governance

Hard benefits and
justified business case

First soft benefits

I

| Definition of ethical principles Internal education and change management >
T T

Company steps ] Implementation of internal Al governance processes

[ Adoption of dedicated tools for tangible Al responsibility

[ Proactive and reactive audits

VY R

2015 - Facebook & Cambridge Analytica Scandal

ing cost of imp for reactive approaches

Adrian Gonzalez Sanchez (2022)
BV Sh

Key events

2018 - EU's GDPR 2020 - California’s CCPA 2021 - EU's Al Act (proposal)

e

Source - LF Data & Al blog:
https://Ifaidata.foundation/blog/2022/01/26/the-role-of-open-source-for-accountable-ailf-ai-data-resources
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(4) Open discussion

What’s next for Generative Al
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